
Understand the various aspects of design that are important when designing a digital product 
or system.

•

Discover the building blocks of  visual design.•
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Visual design is the management and presentation of visual information within the system or 
application. The main aim is to present the information in a way that simplifies and improves 
communication.

Often, digital designers ignore basic principles, to their detriment. For example, it can be tempting to 
make use of six favourite colours, because they are so readily available; however, the result can be 
too many colours leading to confusion or an unattractive interface.

Much can be learnt in terms of visual design from traditional design fields such as graphic design, 
illustration, typography and symbol creation.
Reference: Introduction  to Game Development, edited by Steve Rubin. Course Technology 2008

What is GOOD DESIGN?
If something is well-designed, you don't really notice the design. You simply use it – whatever IT may 
be – a chair, a car, a phone, a software programme. However, if something is poorly designed, you 
ǁŝůů�notice. You might not say "Oh, this thing is badly designed", but you will have difficulty using it –
the chair will be uncomfortable to sit in; the car will use far too much petrol; you keep going to the 
wrong option on the phone; you can't complete a task using the software... and so on.

What follows here are some very broad ideas about how designers think about the look and feel of 
their designs. These ideas relate to visual design principles, and you can learn how to apply these 
principles to whatever artefacts you design, with the intention of making the artefacts easy to use, 
good to look at, and highly desirable.

Basic Elements of Visual Design
There are two aspects of visual design to be considered: the elements and the principles. The 
elements are the components of a design, or those parts that can be isolated and defined. The 
principles are a way of composing the elements, and the way they are used can be referred to as the 
ďƵŝůĚŝŶŐ�ďůŽĐŬƐ�of visual design.

Different sources refer to slightly different versions of visual design elements and principles. 
However, the essence of the different versions remains the same.

�ůĞŵĞŶƚƐ
x Line
x Shape
x Value
x Texture
x Colour
x Form

WƌŝŶĐŝƉůĞƐ
x Balance
x Emphasis
x Movement
x Contrast
x Repetition
x Unity

Any design consists of basic elements, organised in a specific way, to convey a particular message, or 
to make it possible to accomplish a given task.
Go and have a look at this site for useful explanations of the ďƵŝůĚŝŶŐ�ďůŽĐŬƐ�of visual design:
10 Basic Principles of Visual Design 
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Choosing Colours
In the digital domain, it can be very tempting to use lots of different colours – simply because when 
working with computing software, every possible colour is usually available for use.
DON"T!!!!

Designers choose their colours very carefully, and for a specific purpose.

Consider the image below:

There are five circles, each containing a shade of RED.
Or....

One RED circle, a second that is the colour of CANDY, a third that is a typical LIPSTICK colour... and so 
on.
A ĚĞƐŝŐŶĞƌ�would more often think of colours relating to objects or ideas, as in the second image, 
than a non-designer. This is simply because a designer works with colours to convey messages and 



information, whereas the rest of us are not usually as aware of the power of using colour for 
different associations.

Some people have a natural instinct for colour, and automatically choose colours that work well 
together and convey the desired look and feel. Other people don't have that same skill. However, 
there are theories and principles relating to colour that you can use to make sure you make good 
colour choices.

Colour Theory
Consider the two design below. The designs are for a bank logo. Each of the designs contains the 
same elements, but uses different colours.

What is the difference in message between the two versions of the logo?
Which would be most appropriate for a ďĂŶŬ? Why?

The red and white logo was the one chosen in reality. Your opinion might have been slightly 
different, but in general, the response was that the red and white version conveyed a greater 
sense of trust and security than the pink, yellow and white version.

Below is another example of how colour can be used in a logo and brand identity to convey a 
particular look and feel:



Canva.com has a very useful page that has a description of the ĞŵŽƚŝŽŶĂů association of a range of 
colours, as well as how to choose and combine colours.

The colour wheel can be a simple and useful tool when using.



Colours on opposite sides of the wheel are ĐŽŵƉůĞŵĞŶƚĂƌǇ�colours. When combined, their effect 
tends to be of high impact because of the high contrast between the colours. 

If you want to create a more harmonious look, choose different shades of the same colour. This 
called a ŵŽŶŽĐŚƌŽŵĂƚŝĐ�colour scheme.

Colours that are next to each other on the colour wheel, or ĂĚũĂĐĞŶƚ�colours can be used very 
effectively. This is also called an ĂŶĂůŽŐŽƵƐ�colour scheme. To be effective with this type of colour 
scheme, it is best to use one colour, or shades of it, as the dominant colour.



Typography
dǇƉŽŐƌĂƉŚǇ refers to the use of text. This includes the actual font, as well as the size, colour and 
spacing of the words and letters that are used in any element of your digital artefact.

This includes:

choice of typeface (font)•
the colour palette•
point size (or pixels, line height)•
line length•
design integration and layout•

Types of fonts:

6HULI�IRQW�
Sans serif font•
6FULSW�RU�IDQF\�IRQW�
0RQRVSDFH�IRQW�

As with colours, you can choose from a huge range of fonts when creating digital products and 
systems. You can also change the size and colours of fonts, often at your will. Once again, there are 
principles to follow that will help you to use typography effectively in your digital artefacts.

This infographic summarises the important concepts:



Typography References:
http://www.graphic-design-institute.com/blogs/why-typography-important-part-graphic-

designer
�

https://justcreative.com/2016/10/17/the-power-of-typography-in-web-design/�



https://www.webfx.com/blog/web-design/10-infographics-that-will-teach-you-about-
typography/

�



UI design module last year covered this topic in detail. Here are a few reminders:

Design considerations:

Simplicity, consistency, know the target user, colour usage, feedback mechanisms•

Design elements:

Establishing a grid as a visual structure•
Tiered menu system that can adjust to user’s needs•
Localization considerations so it is easy to adjust to different languages, countries, places•

Seven useful principles from https://99designs.com/blog/tips/7-unbreakable-laws-of-user-interface-
design/ :

1. Law of clarity

The user will avoid interface elements without a clear meaning.•

2. Law of preferred action

The user will feel more comfortable when they understand what the preferred action is.•

3. Law of context

The user expects to see interface controls close to the object he wants to control.•

4. Law of defaults

The user will rarely change default settings.•
NOKIA ORIGINAL REAL TUNE 
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5. Law of guided action

The user will probably do something if he is asked to do it.•

6. Law of feedback

The user will feel more confident if you provide clear and constant feedback.•

7. Law of easing

The user will be more inclined to perform a complex action if it’s broken down into smaller 
steps.

•

Software for Designing User Interfaces
There are lots of free software apps available to use to design UIs.



Some of the more popular ones are:
JustinMind•

Balsamiq•

FluidUI•

Adobe XD•



Sometimes people confuse User Experience (UX) design with User Interface (UI) design. The easiest 
way to think of it, is that while the UIs are an essential part of the User Experience, there is more to 
the overall experience of the user with a product or system than just the user interface.

UX is also often used synonymously with ƵƐĂďŝůŝƚǇ͘�Once again, the overall user experience 
encompasses more than how usable a product or system is.

There are different definitions for all of these terms. It is helpful to think of UX design as starting 
long before the user even gets the product or system. It involves the entire process of getting and 
then using it. This includes a whole range of aspects: branding, design, usabilty and fucntion.

Here are some useful references;
https://www.interaction-design.org/literature/topics/ux-design•
https://careerfoundry.com/en/blog/ux-design/5-key-principles-for-new-ux-designers/•
https://www.usability.gov/what-and-why/user-experience.html•
https://www.smashingmagazine.com/2018/01/universal-principles-ux-design/•
https://medium.theuxblog.com/3-must-follow-design-principles-for-a-better-user-experience-
ux-5510ada6cd8a

•

https://www.techjini.com/blog/10-heuristic-principles-of-ux-design/•
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There are nine principles at the core of the entire design and development process when creating 
successful digital solutions. Following these principles through all the stages as you design and 
develop your project will contribute significantly to its success.

Principle 1: Design with the Userx
Principle 2: Understand the Ecosystemx
Principle 3: Design for Scalex
Principle 4: Build for Sustainabilityx
Principle 5: Be Data Drivenx
Principle 6: Use Open Standards, Open Source, Open Data, and Open Innovationx
Principle 7: Reuse and Improvex
Principle 8: Address Privacy and Securityx
Principle 9: Be Collaborativex

���������������������������

����������ͳǣ���������������������
Frequently digital tools, systems or apps are developed without much input from the stakeholders 
whose participation and ownership of the project are essential for its long-term success. These 
stakeholders include the intended users as well as financial or management participants in the 
project. Projects designed with insufficient user input can fail due to both simple usability issues and 
failure to design a product that meets actual user needs. 

Users should be central to the design process of digital products. The aims of this principle are to:

develop context appropriate solutions informed by user needs;x
include all user groups in planning, development, implementation, and assessment;x
develop projects in an incremental and iterative manner;x
design solutions that learn from and enhance existing workflows and plan for organizational 
adaptation; and

x

ensure solutions are sensitive to, and useful for, the most marginalized populations: women, 
children, those with disabilities, and those affected by conflict and disaster.

x

Here are some suggestions for how this can be achieved:

���� ���

Be “user-
centred”

Encourage early, direct, and sustained collaboration with the target user community to 
increase the local relevance, utility, and sustainability of products and services.

Meet users 
where they are

Understand whether and how people access digital technologies as this is critical to 
designing appropriate systems and tools. Whenever possible, design for the tools people 
already have.

Prototype and 
iterate

Use prototyping to test early and often with the user community. This allows you to gather 
useful feedback and make conceptual changes well before the products start the formal 
design and then development process.

Create user 
“personas”

Create user personas that represent the needs and desire of major stakeholder groups to 
facilitate a clearer understanding of the impact of potential design choices on user groups. 

Consider 
context

Keep user needs, their environment, and their preferences at the centre of the project and 
the product design. This will improve the outcomes.

ϵ�WƌŝŶĐŝƉůĞƐ�ĨŽƌ��ŝŐŝƚĂů��ĞǀĞůŽƉŵĞŶƚ
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Engage related 
stakeholders

Engage all the stakeholders in order to make sure the eventual products, services, and 
business processes are responsive and appropriate for the user preferences, environments 
and behaviours.

Put it on paper Sketch out (by hand or digitally) visual representations of complex systems as an effective 
means of communicating concepts in the process of either design or development. This is 
particularly helpful when collaborating with low literacy communities.

Use role-
playing

Use role-playing, especially when direct engagement with users is not feasible, to reveal 
new insights and mutual understanding in working with target users and communities.

The assumption that underlies this principle is that the designer is not the user. This aligns with the 
assumption that the design and development team are the professionals, working to solve other 
people’s (the users’) problems.

����������ʹǣ�������������������������
Projects that are developed, managed and owned with consideration being given to the local 
ecosystem increases the relevance and sustainability of technological development. It can also help 
to reduce the duplication of effort.

The application of this principle is dependent on how you interpret the term “ecosystem”. The term 
is intended to refer to the user community, the technological, legal, and regulatory environment, 
and to include broader systems and processes within which the product is to be applied.

The main aims are to:

participate in networks and communities of like-minded practitioners; andx
align to existing technological, legal, and regulatory policies.x

Here are some suggestions for how this can be achieved:

���� ���

Avoid duplication Assess what solutions, processes, and systems already in use in the ecosystem can be 
adapted and reused.

Build project data-
to-ecosystem 
feedback loops

Build tools and processes that enable sharing of information back into the national/local 
ecosystem. Often feedback is limited to internal monitoring and evaluation processes, 
and reports to donors, therefore it is critical to consider how a broader range of 
feedback can be shared.

Consider 
ecosystems drivers

Consider drivers of the ecosystem, such as resources, incentives, and effective business 
models, as these are critical to understanding what value stakeholders may derive 
currently and in the future.

Understand models 
for sustainability

Understand various models that can lead to sustainable technology solutions.

Understand 
ecosystem rules

Understand the aspects of the ecosystem that are critical to well-functioning and 
sustainable digital systems and products. These aspects include:
the regulatory environment (policies, laws and other rules that may impact how tech-
supported development projects are owned and can operate);

x

the political environment (how changes in political parties could change personnel, 
structure, and/or mandates of government ministries); and

x

the technical environment (standards, platforms, and tools to maximise 
interoperability and encourage reuse and/or adaptation of existing tools as relevant).

x

Understand 
ecosystem 
relationships

Understand and engage networks of trust and influence in the ecosystem to provide key 
connections and distribution mechanisms for impact.

This principle is not so much about aligning to an ecosystem, but more about understanding how the 
ecosystems works, and how to plan and adjust design and development to work successfully within 
that ecosystem.

����������͵ǣ�����������������



Often projects fail to go beyond the pilot stage or cannot reach the anticipated scale because of 
design flaws that limit the ability to scale. Sometimes, scale may not be a factor in a project’s 
success, but nonetheless, careful consideration in the initial scale of the necessary inputs can help a 
project to reach its full potential.

What scale means in each project context can differ. Sometimes it is defined on a horizontal axis, for 
example the breadth of countries or users reached. In other instances a more nuanced definition of 
scale along a vertical axis is more appropriate, for example the depth to which organizations change 
workflows and processes as a result of a project.

The main aims of this principle are to:

design for scale from the start, and assess and mitigate dependencies that might limit ability to 
scale;

x

employ a “systems” approach to design, considering implications of design beyond an immediate 
project;

x

be replicable and customizable in other countries and contexts;x
demonstrate impact before scaling a solution;x
analyse all technology choices through the lens of national and regional scale; andx
factor in partnerships from the beginning and start early negotiations.x

Here are some suggestions for how this can be achieved:

���� ���

Consider scale 
at the outset

Scale is very difficult to achieve it you don’t design effectively for it at the start. Achieving 
scale in digital development is not unlike building a product’s market share, and requires a 
significant investment in design and planning, particularly in early stages of project or 
product development.

Consider scale 
in both 
breadth and 
depth

In designing for scale, identify a theory of change and key indicators to measure and evaluate 
progress. In some cases, the theory of change may point to enabling access to more 
information that will change workflow processes in a large institution,, or lead to improved 
livelihoods for individuals. Consider this more nuanced definition of scale in addition to more 
traditional “breadth” of scale used to capture the quantity of people or places reached.

Define scale in 
context

Regardless of how you measure it, it is crucial to build for scale in the context of the people, 
policies, and processes in which the project or program is being implemented. In addition to 
addressing what building scale means for you organization, understand what scale will mean 
for partners, end users, and all other parties in the value chain.

Consider 
resources and 
capacity

Identify what kinds and level of resource and capacity are needed among all parties in the 
value chain to effectively maintain a project operating at scale. This should include 
consideration of human and financial resources, as well as technical, political, and 
institutional capacity. Additionally, as projects scales vertically within systems, what needs to 
be done to build capacity to maintain scale over time.

Consider 
incentives and 
trust

In addition to these tangible inputs to scale, intangible aspects such as trust and incentives 
play a critical role in enabling and maintaining scale. It is an obvious but perhaps 
underappreciated point: something is most likely to move to scale if it is trusted and 
accepted, adds value, and is convenient and intuitive to users.

Consider how 
to defray costs

Digital projects often have very large up-front costs, which then lessen per individual as the 
project moves up to scale. Large telecommunications companies already have scale, and can 
significantly defray costs if leverage efficiently.

Consider the 
business 
model

One of the more contentious issues about scale is the question of who pays. While there is 
no one-size-fits-all approach, early and careful consideration of financial models that support 
sustainability are critical, and public-private partnerships can play an important role in this 
regard.

����������Ͷǣ�������������������������
Sustainability should be one of the most important goals of digital projects, but it is often not 
considered sufficiently. Projects tend to fail to factor in the physical, human, and financial resources 
that will be needed for long-term sustainability.



The main aims of this principle are to:

plan for sustainability from the start, including planning for long-term financial health, for example, 
assessing total cost of ownership;

x

utilise and invest in local communities and developers by default and help catalyse their growth;x
engage with local government to ensure interrogation into national strategy ad identify high-level 
government advocates.

x

Here are some suggestions for how this can be achieved:

���� ���

Think through 
the business 
model

Identify what ongoing funding types are necessary as a project evolves, such as: seed 
funding, as for a pilot project which results in a system that pays for itself after initial 
implementation (such as through cost savings); gap funding, to bridge scale after which it 
pays for itself; or ongoing funding from an economic buyer that derives continuing value 
from the solution.

Check the value 
proposition

Ensure incentives are aligned by testing and confirming the value proposition for all 
stakeholders in the ecosystem; public, non-profit, private sector, delivery agents, 
households, and individuals.

Keep it simple Keep it simple: the simpler the value chain, the more likely the success of the sustainability 
effort.

Anticipate long-
term costs

Understand and prepare for what long-term financial investments—like system 
maintenance and support, capacity building, and monitoring and evaluation—are 
necessary and can help achieve sustainability of operations.

Partner, partner, 
partner

Engage external actors, potentially including the government, the private sector, civil 
society, and others that have an interest in the communities the project is designed to 
serve.

Assess tensions 
and gaps in 
existing systems

Assess existing systems for gaps as well as areas of duplication. Work with national 
stakeholders and others to identify a national and/or regional strategy to determine how 
existing systems should align.

Identify non-
monetary 
investments

Identify and adjust to what essential non-monetary resources, such as trust and buy-in, are 
necessary to achieve sustainability of ownership after an initial pilot or seed phase.

The main constraint to sustainability is often the timeline, both in terms of the time allowed for 
planning and responding to calls for proposals, as well a short (five-year) project cycle. It generally 
takes more than five years to create a holistic approach to the complex problem of sustainability.

����������ͷǣ���������������
Data that is properly used forms a fundamental building block that informs the design, 
implementation, and evaluation of digital projects. Technology has provided many new data source, 
so that where once data was costly, rare, infrequent, and poor quality, it can now be cheap, 
abundant, and available in real-time, or close to real-time. However, digital projects often fail to fully 
leverage data to support project planning and decision-making. The consequences of not making 
sufficiently data-driven decisions include diluted impact and unintended outcomes.

Here are some suggestions for how this can be achieved:

���� ���

Benefit from the 
increasing diversity of 
data sources and 
triangulate data sources

Draw from a variety of data sources, including traditional collection modalities (for 
example, surveys or enumerations), big data (for example, by-products of digital 
user actions and transactions), and open data (for example, public data, such as 
that provided by a government).

Use both evidence-
based and real-time data 
methodologies

Use both traditional data analysis methodologies, such as evidence-based studies 
that are peer reviewed and published, as well as agile data analysis methodologies 
that make use of data collected a month, a day, or even an hour ago.

Create data feedback 
loops

Real-time (or near real-time) data is creating the opportunity to make course 
corrections while projects are underway, as opposed to waiting for forma 



evaluations at the end of a project to inform future projects. Use data to 
strengthen service delivery, both in the short and long term, by creating a feedback 
loop between data, analysis, decision-making, and action.

Institutionalise the use 
of risk assessments 
around data collection, 
transmission, and use 

Ask where there are vulnerabilities of information collection, sharing, and 
communication within the intended users and/or target audience of the project, 
and with the technology being used to gather, analyse, and house the data. It is 
critical that organisations have documented processes for doing risk assessments 
on a project-by-project basis, as well as for obtaining informed consent to use the 
data that they collect.

Use data standards Use standards wherever possible to facilitate data analysis and sharing, and 
coordinate to create bottom-up informal standards where they don’t exist.

Contribute to open data Leverage and contribute to existing data repositories whenever appropriate to 
grow the data commons.

Consider data taxonomy Carefully consider taxonomy, as how data is categorised will influence how it is 
interpreted and used.

Use data mapping when 
data collection involves 
multiple institutions 
and/or large volumes of 
data.

Data mapping, the step before data analytics, involves identifying all possible 
structured and unstructured data elements and then finding ways to link different 
data sets to achieve analytical objectives. Data mapping can identify a need to 
institute common data fields for all institutions to ensure collected data is useful 
rather than overwhelming.

This principle provides tips to identify the sources of data and how to incorporate it into project 
design and decision-making.

����������ǣ�������������������ǡ������������ǡ����������ǡ��������������������
Resources are often used to invest in code, tools, and innovations that are only accessible by 
purchasing expensive licences, or by participating in unique, sector-specific solutions. This is not 
conducive to the sustainability of digital programme development on an international scale, 
especially in the public sector.

One set of obstacles is the use of competing and non-interoperable systems, which leads to a lack of 
clarity about development outcomes and needs. A second set of obstacles relates to the lack of 
visibility into the data generated about and by these programs. A third set of obstacles emerges 
from the design and implementation of programmes by practitioners who lack the necessary 
familiarity with or commitment to the communities where the solutions are to be used.

This principles aims to address these obstacles by highlighting the importance of “open” approaches 
to digital development.

Here are some suggestions for how this can be achieved:

���� ���

Embrace “open” 
collaboration 

The free flow of ideas that permeate institutional boundaries, such as through open 
collaboration via working groups, meet-ups, and code sprints, can help development 
outcomes beyond what would be possible with individual participants working 
alone.

Use open standards The use of open standards that are publicly available can increase the impact of 
development programmes by allowing different systems to share data as 
appropriate, increasing accessibility and utility while lowering costs.

Invest in the public 
good

Investments in open approaches, including open data, open standards, and open 
source software, can be seen as an investment in the public good by growing a base 
of royalty-free code, data, ideas, and tools that can benefit the wider community.

Understand technical 
requirements

If use of open source code is determined to be a suitable option, ensure there is 
alignment with your project’s long-term goals, as well as clarity on the technical 
specifications required to guide open source code adaptation.

Understand what is 
available for (re)use 
and life cycle costs

Look at what is available, in both proprietary and open source systems, and 
compare their life cycle costs. Include in this analysis what would be required to 
support the solution over the long term, whether that is a technology provider, a 



well-established open source software community, or in-house staff.  

Ensure open 
collaboration involve 
user communities

Creating, participating in, and supporting “open” approaches that seek ideas and 
engagement from a wide group of participants, including user communities, can 
produce some of the most relevant ideas and solutions.

Opening data can 
support growth, 
engagement, and 
accountability

Open data an support entrepreneurial growth, thereby helping to improve service 
delivery and economic growth. Publishing data sets of government activities can 
increase engagement and accountability.

This principle may be seen as contentious, due to the privacy and security implications related to 
some data sets. The decision whether to pursue open source or proprietary software solutions can 
also be controversial. The aim here is to offer guidelines for consideration, rather than a checklist of 
to-do items.

����������ǣ������������������
As the use of information and communications technologies has matured, so too has the foundation 
of methods, standards, software, platforms, and other tools. However, development resources are 
often spend building new tools, when existing resources could be adapted and improved.

“Reuse” implies taking the time to assess what resources are currently available and whether these 
tool could be reuse without modification; “improvement” suggests assessing and then adapting 
existing tools to specific needs, and ideally sharing improved code back to the community.

���� ���

Reuse and improvement 
can be a form of 
innovation

Too often innovation is equated with something new that will receive donor and 
media attention, rather than simply the most efficient use of scarce resources 
which may include new uses of existing technologies.

Reuse and improve 
policies and processes

Reuse and improvement need not be limited to tools, but can also extend to 
include frameworks, processes, and policies.

Build policies and 
processes that incentivise 
and support reuse and 
improvement

Reuse and improvement can contribute to sustainability by improving the quality 
of available open approaches and tools. Building for sustainability encourages 
integration with national strategies.

Know what resources are 
required to reuse and 
improve

Improvement, which entails adapting existing code and sharing it back to the 
community, requires a greater investment in time and resource than reuse alone. 
Reuse often requires an upfront investment that pays for itself over time by 
reducing investments that would be made to build new systems.

Reuse and improvement is seen as an efficient use of scarce resources and encourages further 
development of existing tools.

����������ͺǣ�����������������������������
How information is collected, stored, analysed, shared, and used has serious implications for both 
the communities about whom data is being transmitted, and the organisations transmitting the 
data. However, as the digital development field evolved, privacy and security were initially not 
considered much at all.

As the field of digital development matures, these concerns need to be more consistently addressed 
to ensure the ethical implementation of digital development projects. By generating data about an 
individual’s identity, behaviour, activities, and locations, technology creates the opportunity for 
unintended and unanticipated outcomes that could lead to significant risks for each individual.

Beyond keeping personal information private, and data that is collected secure, addressing privacy 
and security is about respect for and protection of individuals and their fundamental human rights.

The integration of digital tools into international development is requiring new principles, policies, 
and practices with regard to data privacy and protection. This is particularly true in an era of big 
data. While it may require significant investment, when implemented, privacy and security solutions 



benefit human rights, development goals, development organisations, and partners by protecting 
their interests and increasing trust.

���� ���

Understand organisational 
practice risks

Conduct a security/risk assessment of your organisation’s data collection, 
sharing, and use practices, and understand how particular technologies create 
risk within those practices.

Understand environmental 
risks

Conduct an assessment of the risks to your organisation’s data in each 
operating environment; there is no one-size-fits-all risk assessment.

Understand risks to 
individuals

Understand risk to individuals in each operating  environment with a focus on 
data of value to participants in that environment, bearing in mind political, 
ethnic, class, tensions, and how risks may change over time.

Develop an inclusive 
understanding of risk

Engage individuals whose data is being gathered, end users of technologies, 
and other parties as relevant to develop an inclusive understanding of risk.

Have a privacy policy Develop privacy and security policies that govern use of technologies as part of 
development practices, using existing industry standards as a guide.

Be transparent Be upfront and provide a current record of who you have shared your data 
with, who has requested your data, and who within your organisation is 
available for further information about data use.

Obtain informed consent Always get informed consent when collecting data, which means 
communicating to data producers about how their data will be  used, who will 
have access to it, for what period of time, and how that access can be 
withdrawn.

Designate resources to keep 
risk assessments, privacy 
policies, and upgrades 
current

Designate funding and capacity to support regular interviews to ensure 
security/risk assessments and privacy/security policies and processes are kept 
up to date.

Understand how the privacy 
policies of digital tools align 
with your organisation’s 
policies.

Know the privacy/security capabilities and data use policies of all technologies 
used in a project, including cloud-provided software services.

Apply the principle of data 
minimisation

Define control and use of data considering the principle of minimisation, which 
states that data processors should collect only essential data, keep data for the 
minimum possible times, and destroy the data when they are no longer 
needed. Be aware that other players may not share the same outlook. 

Understand how partners’ 
privacy policies align with 
yours

Know the privacy/security capabilities and data use policies of all partners in a 
project.

The aim of this principle is to assess and mitigate risks to the privacy and security of users and their 
data, thereby protecting their best interests.
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Collaboration is at the heart of the new approach  to technology-enabled development projects. The 
intention is to provide support that enables communities to meet basic needs, and to develop 
sustainability. This has not been common practice, and structures are not in place to fully support 
collaborative efforts. More well-tested tools and strategies are needed to  supplement the high-level 
guidance and anecdotes that are the most common sources of good practice on collaboration in 
digital development.
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Collaborate with end users Digital development should be designed and implemented 
with the communities it is designed to serve.

Collaborate through partnerships and open 
approaches

Collaboration can take a variety of forms, from defaulting to 
open standards, data, and platforms, to engaging in 
partnerships within a sector or across sectors.



Join practitioner networks Join networks of likeminded partners to build relationships, 
and to contribute to and benefit from public knowledge 
commons.

Record key project management decisions Track and share work processes with a view toward enabling 
long-term project ownership by local or key stakeholders.

Understand organisational impediments to 
collaboration

Understand and address blockages within your organisation 
that may hinder collaboration.

Participate in existing organisational 
mechanisms supporting collaboration, and 
invest in new ones as needed

Invest in the organisational structure, communications 
protocol, time, and staff training that enable effective 
collaboration.

The saying “If you want to go fast, go alone. If you want to go far, go together” is attributed to an 
African proverb, but it could easily be the philosophy for successful, collaborative technology-
enabled projects.
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It is difficult to put these principles into practice because digital development programmes operate 
in complex environments, and use technology that is constantly changing and continuously creating 
new demands in the way it is applied. The principles aim to provide guidance for navigating this non-
linear and constantly evolving landscape.

Putting the principles into practice requires an investment of time, attention, information, and 
technical expertise. There are tensions between individual principles, and systemic challenges that 
face the global development sector more broadly, which also impacts the application of the 
principles.

The following are recommendations for building digital development capacity in a way that applies 
the principles. These will not all apply to every organisation, but can be seen as a starting point.

Have an institutional vision and strategy supporting the integration of digital development best 
practice.

x

Ensure implementation of the strategy is adequately staffed and resourced, and supported by 
enabling policies and processes.

x

Commit to integrating best practice into business processes.x
Align internal digital development strategies with hose of the wider global development community.x
Contribute to and build the digital development commons.x
Adapt procurement processes to enable integration of best practice.x
Adapt other policies and processes to enable integration of best practice into business processes.x


